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Section 1: Overview

Section 1: Overview

The WPAN-GW (Wireless Personal Area Network — GateWay) is a development platform
that provides an embedded web server as well as support for an Ethernet TCP/IP LAN
gateway to an 802.15.4 wireless network.

WPAN-GW1 Hardware Platform

A block diagram of the WPAN-GW!1 circuit board with the optional RF transceiver module is
shown in Figure 1-1.

Figure 1-1: WPAN-GWI1 Block Diagram

2Mbyte Serial RS-232 Bootloader,
FLASH Serial Interface <> Debugging,
& Monitor
)
5 % C18F6722 Ethernet
802.15.4 — N PI Ethernet
WPAN (3 % Microcontroller Interface — LAN
N
Microchip Power
: -6 VD
ICD 2 Interface  Regulation <= O I6nputC

The functional hardware blocks shown in the block diagram are:

e Power Regulation Power input is from a regulated 5VDC, 500mA supply which is
used to generate three separate regulated power sources for +5V digital, +3.3V digital,
and +3.3V RF analog. Maximum power consumption across operating temperature
with all devices active (microcontroller, FLASH, Ethernet, RF transceiver, and RS-232
interface) is less than S00mA.

o Ethernet Interface The ENC28J60 Ethernet Controller drives the 10mbps Ethernet
interface through a serial SPI bus and provides 8Kbytes of transmit/receive packet
SRAM.

e Serial Interface The RS-232 serial interface provides a computer link used for
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program development with the boot loader and also serves as a communications link
for application debugging, monitoring, and configuration. The serial interface has
auto-baud detection with up to 115K baud data rates,

e Microcontroller The Microchip 18F6722 microcontroller is clocked at 40 MHz and
provides 128Kbytes of FLASH program memory, 2 SPI ports, 2 serial ports, 3.8Kbytes
RAM, 1Kbyte EEPROM,

e Serial FLASH Atmel's AT45DB161D serial FLASH provides 2Mbytes of nonvolatile
storage used for configuration data, web server files, data logging, and network based
firmware updates.

e ICD 2 Interface Program development and debugging is fast and efficient with the
Microchip ICD 2 interface along with the Microchip IDE (Integrated Development
Environment).

e RF Transceiver Optional RF transceiver modules provide access to wireless
networks for controlling and monitoring home and building automation devices. Two
RF modules are currently available, the WPAN-RF1 and WPAN-RF3, based on the
Texas Instruments/Chipcon CC2420 2.4GHz transceiver designed for 802.15.4 wireless
solutions. Additional modules are scheduled for release based on the Microchip
MRF24J40 2.4 GHz 802.15.4 transceiver. MicroAutomata is also designing modules
with the similarly low powered Texas Instruments/Chipcon CC1100 versatile
transceiver intended for increased range (up to 1.5 miles line of sight at 1.2kbps with
FEC and +10dbm output) designs in the 300-348MHz, 400-464 MHz and 800-928
MHz frequency range.

Firmware Development Platform

The initial release of this product is accompanied with the three firmware modules freely
provided by Microchip Technology Incorporated.  The firmware modules include
documentation and complete source code downloaded through the following links:

1. PIC16/18 Boot Loader The ANS851 boot loader application is a simple and reliable
assembly module that is located in a 2Kbyte protected boot sector in the PIC18F6722
program FLASH. Boot loader compatible firmware applications are downloaded
with the RS-232 serial interface and the Microchip P1618QP.exe boot loader utility
running on an MS Windows PC.

2. Microchip TCP/IP Stack Documented in Microchip application note ANS&33b,
support is provided for following TCP/IP stack components:

ARP DHCP Socket support for TCP and UDP
P SNMP AJAX

ICMP HTTP DNS — Domain Name System
UDP FTP NetBIOS Name Service

TCP TFTP Ethernet Device Discovery

WPAN-GW Manual 2
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3. Microchip ZigBee™ Stack Documented in Microchip application note AN965
(version c), highlights of the stack are:

- Version 1.0-3.8 is compliant with version 1.0 of the ZigBee protocol
specification

- Supports non-slotted (non-beacon) star, cluster tree, and mesh network
topologies

- Implements RFD and FFD devices, with support for Coordinators, Routers,
and End Devices

-  Default support for non-volatile neighbor and binding tables

- Supports Security in MAC, NWK and APL layers

- Includes support for the Home Control, Lighting Profile

The MPLAB IDE provides an MS Windows integrated firmware development environment
and includes the assembler, linker, project manager and support for the MCC18 'C' compiler
and ICD 2 programmer/debugger. MPLAB IDE and MCCI18 (student version) can be
downloaded freely at the Microchip web site, refer to Table 1-2. Target programming and
debugging is best done with the low cost MPLAB ICD 2 In Circuit Debugger/programmer.
This tool is seamlessly integrated into the MPLAB IDE and is the most cost effective
solution for firmware development with the hardware. A workable alternative is to use the
boot loader (installed on the WPAN-GW1 when it is shipped), the RS-232 serial interface,
and the Microchip P1618QP boot loader utility (an MS Windows application). Although this
solution is slower, it is still very effective with a typical build-load-run cycle for a 60Kbyte
image of about 60-120 seconds at 57.6k baud and requires several manual steps:

1. Invoke boot loader with reset and boot switches

Connect P1618QP application to PIC18F6722 boot loader
Erase PIC186722 FLASH program memory

Load boot-loader compatible application hex file

Write hex file to PIC186722 FLASH program memory
Disconnect P1618QP application from PIC18F6722 boot loader

A T o

Connect MS Windows terminal program for application debug/monitor
8. Reset target to run application

The equivalent typical build-load-run cycle for the MPLAB ICD 2 would be to click on the
'MAKE' Icon and the new application is running on the target within the 5-15 seconds
required for the IDE to build, download and run the application. The MPLAB ICD 2 also
provides symbolic debugging as well as control of program execution with halt, step, and
hardware break points. The MPLAB ICD 2 is highly recommended for serious firmware
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development and can be purchased online at the Microchip web site.

Reference Documentation

Table 1-1: Reference Documentation

Description Source

ANBSSI rev. b, Microchip Boot Loader

ANS833 rev. b, Microchip TCP/IP Stack

ANDO965 rev. ¢, Microchip Zigbee Stack

TIMAC-CC2420, IEEE802.15.4 MAC

IEEE 802.15.4 Specification

PIC18F8722 (includes PIC18F6722) Data Sheet

CC2420 2.4GHz 802.15.4 RF Transceiver Data Sheet

ENC28J60 10Base-T Ethernet MAC and PHY Data Sheet

IEEE Press, Low-Rate Wireless Personal Area Networks, 2™ Edition

Development Tools Reference

Table 1-2: Development Tools

www.microchip.com

www.microchip.com

wWww.microchip.com

WWW.ti.com

http://standards.ieee.org

www.microchip.com

WWW.ti.com

www.microchip.com
WwWw.ieee.org

Description Source

Microchip Boot Loader Source Code, revision b
Microchip TCP/IP Stack Source Code, version 3.75
Microchip Zigbee Stack Source Code, version 1.0-3.8

www.microchip.com

www.microchip.com

www.microchip.com

Microchip MPLAB IDE with Assembler and Linker
Microchip MCC18 'C' Compiler

www.microchip.com

www.microchip.com

Microchip MPLAB ICD 2 In Circuit Debugger/progammer

Asynchronous JavaScript and XML (AJAX) — Mozilla Development Center
W3 Schools Web Building Tutorials

Understanding AJAX, Joshua Eichorn

www.microchip.com

http://developer.mozilla.org

www.w3schools.com

Prentice Hall
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Section 2: Quick Start

This section provides instructions on how to get quickly started with the WPAN-GW1 kits.
Before getting started, verify the WPAN-GWI1 Kit Contents you ordered contains the listed
items.

WPAN-GW1 Kit Contents

All WPAN-GW!1 kits include the following:

WPAN-GW1 module with enclosure

DSUB 9-pin male to 9-pin female cable for RS-232 serial communications

CAT5e Ethernet Cable

Phihong plug-in 5VDC regulated switching supply with country specific plug adapter

CD with documentation and firmware

A o e

This manual

The RF kits also include an RF module plugged into the WPAN-GW1 circuit board. Kits
with RF modules that require an external antenna (WPAN-RF3) ship with an external Y4
wave, omni-directional, 2.0dBi (or 3.2dBi if available) gain dipole RPSMA antenna.

NOTE: The external RF antenna must be attached whenever power is applied to the
WPAN-GWI.

All units are fully tested and inspected prior to shipping.

Setting up WPAN-GW1 Embedded Web Server

Before setting up and running the embedded web server demo, look over the Microchip
application note AN833 referenced in Table 1-1 and also provided on the CD in the directory
\wpan\microchip\ApplicationNotes. Information very pertinent to the embedded web server
application is found in AN833 starting with page 77, “THE MICROCHIP HTTP SERVER”.

The WPAN-GW1 ships with the AN851 boot loader and the Microchip TCP/IP Stack
firmware installed. Additionally, the serial data FLASH on the WPAN-GW!1 is preloaded
with the example web server files located on the CD in the \MCHPTCP3.60\WebPages
directory.

The following demonstration of the TCP/IP stack and embedded web server application
requires the use of an Ethernet LAN with an available RJ45 port on the Ethernet LAN switch
or router. Connect the WPAN-GW1, a PC and a Ethernet Switch/Router as shown in Figure
2-1.
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1. Connect the CAT5e cable from the WPAN-GW1 to the Switch/Router connecting the
Ethernet LAN. The PC also needs to be connected to the Ethernet LAN. Make sure
the Switch/Router has DHCP enabled so an IP address will be assigned to the
WPAN-GW1. Otherwise, when the WPAN-GWI1 first executes the TCP/IP
application, a configuration menu will appear allowing the user to enter a static IP
address.

Figure 2-1: WPAN-GW1 LAN Connection Diagram

Cable/DSL Ethernet WAN
Modem
Ethernet LAN #1 Ethernet
Ethernet LAN #2 4-Port .
Ethernet LAN #3 Router/Switch
Ethernet LAN #4
Ethernet

WPAN-GW RS-232

Power

Ethernet LAN
COM: Port Computer

2. Connect the RS-232 serial cable from the WPAN-GWI1 to the PC. The PC will
require a terminal program, such as the HyperTerminal utility provided with MS
Windows and found in start menus programs>accessories>communications folder.
Configure the terminal program with the following properties and then connect (call)
the COM: port.
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Port Settings |

Bits per second: |gE

Diata bits: IB j
Parity: INn:nne j
Stop bits: |1 j

Lo

Hlow contral: I Mone

Bestore Defaults |

ok | canced | iy |

3. Connect power to the WPAN-GW1. LED3 will light up and remain lit for 3 seconds.
During this time, the TCP/IP configuration menu will be active on the PC terminal
program. If no console input (a key is pressed) occurs within this 3 second period,
the TCP/IP application will begin execution with the configuration already stored in
the data FLASH memory. If DHCP is enabled on your Ethernet Switch/Router, you
can let the TCP/IP application proceed and the assigned IP address will be displayed
on the terminal window. Otherwise press the number '2' to change the IP address.
After entering in the new IP address, pressing the number '6' will disable DHCP.
Press '8 when finished and the changes will be saved in the data FLASH and the
TCP/IP application will begin execution. When the TCP/IP application is executing,
LED3 will flash every second to indicate the main processing loop is running.

WPAN-GW Manual 7
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#& WPAN-GW UART - HyperTerminal =0l x]

Fle Edit View Call Transfer Help

B
Microchip TCP/IP Config Application (v3.60.1, Feb 18 2007)

Change Board serial number.
Change default IP address.
Change default gateway address.
Change default subnet mask.
Enable DHCP & IP Gleaning.
Disable DHCP & IP Gleaning.
Download MPFS image.

Save & Quit.

SO =l N O F LD D

Enter a menu choice {(1-8):
Initial input required within 3 seconds —— bypassing menu config.

New IP Address: 192.168.0.100

w
1| | »

|Connected 0:00:29 I‘I‘I’Y |3840[J 3-M-1 |SCROLL |CAF‘S |HUM |Ca|:|tl.|re Print echo 4

4. Once the TCP/IP application is running, type the IP address into a web browser
window running on the PC. The embedded web server home page should appear.
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g [ 3]

[

@-» -5

A |0 htpej102.168.0. 100/

j@Gc

|| FirefoxHelp F= Firefox Support u Plug-n FAQ |_| HomePage | J Links | ) MicroAutomata | ) Education | ) Misc | ) Recreation a Dictionary “¥? Yahoo! Maps

ﬁ“ 00833b. pdf (application/pdf Cbject) | | Microchip TCP/IP Stack Home

| ]

WPAN-GWI1

Related Links

y Y,

Microchip TCP/IP Stack
Stack version: v3.60.1
Build date: Feb 18 2007

This site demonstrates the basic capabilities of an embedded web server
running on a 400MHz PIC18F6722 microcontroller with the ENC28J60
10Base-T Ethernet controller and a 2MByte AT45DB161D data FLASH.

Embedded Webserver & Router

Manual (PDF)

MicroAutomata Corp.

Using this demo as a guideline, you can modify the embedded firmware to
provide status.control and configuration of your embedded hardware as well
as provide file access to data log files. With a well designed custom API
custom applications can be created that rely on changes to the web server
interface (web server files) instead of the firmware. Now someone with web

. . . . programming skills can also do some high level embedded programming.
The bottom portion of this page illustrates real-time control of the demo

board. The "Status" section refreshes with board information periodically
using JavaScript and the "Actions” section issues commands to toggle the
on-board LEDs or LCD text (if LCD module is present).

You'll notice when vou ftp a large mpfs image or download a large document
like the pdf manual in the above link that there is a need to improve the web
server's upload/download performance. The data transfer rate with this initial

. release is only about 6 kbytes/sec.
You can push the on-board Boot Switch and see the status change. You may

also click on one of the two LED command buttons to toggle the on-board
LEDs. You will see LED1 and/or LED2 change on the board as well as the
status indicators below.

If vour browser does not support AJAX, vou may wish to see this page for
an easily refreshable static snapshot of the board state with control options.

Actions
Toggle LEDs: | LEDZ | LED1 |

Write to UART: I Write

Status

Done

The WPAN-GWI1 web server can be accessed by any device with a web browser and access
the Ethernet LAN. This includes PDAs, cell phones, Tablet PCs, and remote computers.
Refer to the WPAN-GW1 Remote Access white paper found at www.microautomata.com for
an example of how to access the WPAN-GW1 web server attached to a typical residential
LAN through the Internet.

Programming WPAN-GW1 with Boot Loader and P1618QP

Before running the MpZbee Demo Coordinator and Demo RFD applications, the P1618QP
MS Windows utility must be installed. The Microchip application note AN851 documents
the use of this utility. The P1618QP utility is used to load the .hex program files into the
WPAN-GWI1 program FLASH. This utility can be downloaded from the Microchip website
using the link provided in Table 1-2. Once the P1618QP application is installed, the file
\wpan\gw-02182007\P1618QP\P1618QP.INI located on the CD must be copied into the
directory where the file p1618qp.exe is installed. This file contains the definitions required
by the p1618qp utility for the PIC186722 device. The new p1618qp.ini file has the following

WPAN-GW Manual 9


http://www.microautomata.com/

Section 2: Quick Start

highlighted lines added to define the PIC186722 device:

[DEVICELIST]
0="PICUNKNOWN"

Added ==> 160="PIC18F6722"

2051="PIC16F876A"
Added the following block:

[PIC18F6722]
writeblock=8
readblock=1
eraseblock=64
devicetype=1
maxpacketsize=128
bytesperaddr=1
pmrangelow="000800"
pmrangehigh="1FFFF"
eerangelow="000000"
eerangehigh="0003FF"
usrrangelow="200000"
usrrangehigh="20000F"
cfgrangelow="300000"
cfgrangehigh="30000F"
300001="CONFIG1H"
300002="CONFIG2L"
300003="CONFIG2H"
300004="CONFIG3L"
300005="CONFIG3H"
300006="CONFIG4L"
300008="CONFIG5L"
300009="CONFIGS5H"
30000A="CONFIG6L"
30000B="CONFIG6H"
30000C="CONFIGT7L"
30000D="CONFIG7H"

The process for loading a .hex application file into the WPAN-GW1 is:

1. Make sure the COM: port is not in use by another program such as the terminal
program used earlier with the TCP/IP Stack Demo. Start the p1618qp utility and
press the select button with either the default “Auto Detect Device” or
“PIC18F6722”. Use the mouse to hover over icons for usage tips.

Select Microchip PIC Mic K

M

2. Right click on the baud rate field to select a baud rate of 115200 or 57600. If the

Auto Detect Device

Select I Cancel I
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default COM1 port needs to change, right click on the COM1 field and select a
different COM: port.

-l
Wl OE QW é i | D

[Mat connected... [ [comM1 115200

3. Enter the boot loader code on the WPAN-GWI1 by pressing Boot Switch while
either releasing Reset Switch or applying power. The boot loader checks the state
of Boot Switch immediately following a reset or power on event and enters the
boot loader mode if it is pressed. All three status LEDs on the WPAN-GW1 board
will initially light up when boot loader mode is entered. If the enclosure front
panel is present, you will need to use a straightened paper clip to insert into the
holes allowing access to the switches. After the WPAN-GW1 enters boot loader
mode as indicated by the three status LEDs, click on the P1618QP utilities
“Connect to Device” icon.

_lEix
= = W == R P A R

[ Device found... 011 [PICTSFE722 [COMT [115200

4. Erase the PIC18F6722 program FLASH by clicking on the “Erase Device” icon.
The P1618QP utility's status field will indicate the status of the erase operation and
also LED2 will flash each time a boot loader command is received and validated
by the WPAN-GW1.

o
= RERE N

| Erasing: 50944 |v0.11 |PIC18FE722 [COMT (115200

5. When the erase is complete the P1618QP utility's status field will indicate
“Finished operation”.

_lEix
= = W == R P A R

| Finished operation... [+0.11 |PIC18FEF22 |[COMT 115200 ¢

6. Click on the “Open File” icon to load DemoCoordinatorForBootLoader.hex found
on the CD in the ‘\wpan\gw-02182007\MpZBeeV1.0-3.6\DemoCoordinator\.
Virus protection software may halt this read hex file operation requiring either a
response to proceed or temporarily disabling the virus protection application.
After the P1618QP status field indicates “HEX file imported...”, right click on the
“View memory” icon and make sure only “FLASH” is checked. Finally, click on
the P1618QP “Write Device” icon to load the .hex application into the
PIC18F6722 program FLASH. If the EEDATA field is checked when the “Write

WPAN-GW Manual 1



Section 2: Quick Start

Device” operation is active, the EEPROM data in the PIC18F6722 will be
overwritten. If this happens and the most significant byte of the EEPROM data is
OxFF, the boot loader will not execute the loaded application (refer to AN851 for a
description of controlling boot loader operation with the EEPROM data field). If
this happens load the EEDATA with the “Read Device” operation, change the
most significant byte in the EEPROM data by clicking on the “View Memory”
icon, and reprogram the EEPROM data with the “Write Device” operation.

i
= = W == R A R

[HEX file imparted... 011 [PICTSFE722 [COMT 115200

7. Again, the P1618QP status field and LED2 will provide indicate the write
operation activity.

(ol x|
W0 E Qb b | »

| W/riting: 18544 |w0.11 |PIC18FET22 |COMT (115200 -

8. The P1618QP status field will indicate “Finished operation” when programming is
complete.

=[]
= = M= R A

| Finizhed operation... [+0.17 |PIC18FE722 |COMY 57600

9. Now either press the Reset Switch or cycle power and the application should run.
If not, start the process over making sure there are no other programs loaded that
may possibly be conflicting with the COM: port operation. Some times if the
COM: port was compromised, the PC may need to be rebooted.

NOTE: Sometimes after a successful write operation, the P1618QP utility may generate an
error message indicating that the verify operation failed at certain lines in the hex file. This
most likely not a problem and occurred as a result of the linker generating two lines with the
same address but each line programs only half the flash data. Comparing the error file
generated by P1618QP with the hex file will confirm this by noting that two lines with the
same address are generated and any bytes not OxFF in one line are paired with bytes equal to
OxFF in the other line.

Running MpZbee Demo Coordinator and Demo RFD

If the Demo Coordinator application was successfully downloaded with the P1618QP utility
in the previous section, then the application would have started by flashing LED3 at one
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second intervals indicating the main processing loop is active. Connecting the terminal
program is to the serial port during the application initialization should show:

“ & WPAN-GW UART - HyperTerminal ] |
File Edit Wew Call Transfer Help

=

W

ﬁ;crocazp ZigE;e(TH}*gtack . vl.B-3.6
ZigBee Coordinator

Transceiver-CC2420

Trying to start network. .

PAN 37B1 started Successfﬁlly.
Joining permitted.

-
«| | »

Connected 0:00:27 frry [384008n-1  [SCROLL  [CAPS  [NUM  [Capture  [Printecho 4

The PAN ID will be unique, however what is important is that the network was started
successfully and joining is permitted. When joining is permitted, status LED2 will turn on.

Loading the Demo RFD application into a second WPAN-GW1 and another RF module
demonstrates a simple remote light switch using the ZigBee protocol and the Boot Switch to
toggle LEDI1 on the Demo Coordinator. After the RFD has joined the network, press and
hold the Boot Switch until LED1 turns on, then release the switch. This will result in a
toggle light command being sent to the Coordinator and LED1 will be toggled. The LED1
on RFD will remain on for 3 seconds after being pressed during which time the Boot Switch
will be ignored by the RFD and no toggle commands will be sent until LED1 on the RFD
turns off.

The first time a Demo RFD is turned on, the terminal program will show:
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“g WPAN-GW UART - HyperTerminal - 1Ol =]
File Edit Wiew Call Transfer Help
D= (3] =
]

B E BE BE BE BE BE NERE N PE NE E I E BE B BE BE BE BE B NE W BE B E BE - BE SE BE SE MR

Microchip ZigBee{THM) Stack - v1.8-3.6

ZigBee RFD

Transceliver—-CC2420

Trying to join network as a new device. ..
< | _l_I
Connected 0:00: 16 oy [384008M-1  [SCROLL  [CAPS [NUM  [Capture  [Print eche &

If the Demo Coordinator has successfully started a network, LED2 will turn on and the
terminal program will display:

“ g WPAN-GW UART - HyperTerminal = |I:I| X|
File Edit Wiew Call Transfer Help

B BEBEBEE B BE RE PP B M BEBEBE R RE RERE B M BE RE B RE RE RE RE N NE R

Microchip ZigBee({THM) Stack - v1.8-3.6
f1igBee RFD
Transceiver—CC2420

Trvying to join network as a new device. ..
Hetwork({s) found. Trving to join 12B4.
Join successftul?

Requesting data. ..

No data available.

Going to sleep...

Requesting data. ..

Mo data available.

Going to =leep. ..

Requesting data. ..

No data available.

Going to SIE?D...

4]
Connected 0:00: 19 A |38400 8-M-1 SCROLL CAPS MLM Capture |F'|'in G

L
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Section 2: Quick Start

RFD cannot join a new

“g WPAN-GW UART - HyperTerminal - 1Ol x|
File Edit Wiew Call Transfer Help
-
B BE BE BE BE E B B BB RE WE RE RE BE BE BE BE I 6 BE B BE WE RE R eE N BE BE MMM
Microchip ZigBee({THM} Stack - vl1.8-3.6
ZigBee RFD
Transceiver—CC2420
Trying to join network as a_new device...
EA Error finding network. Trying again...
Trying to join network as a_new device...
EA Error finding network. Trying again...
Trying to join network as a new device...
EA Error finding network. Trying again...
Trying to join network as a new device...
_I
a | _>l_I
Connected 0:04:17 T [z8e008M-1 [SCROLL  [CAPS [NUM  [Capture  [Print echo Y

When an RFD has already joined a network, it will try to rejoin as an orphan if it is reset or

power cycled:

“ & WPAN-GW UART - HyperTerminal i ]
File Edit WView Call Transfer Help
D] =53] =

ZigBee RFD
Transceiver-CC2420

Join successful!

Requesting data. ..
No data available.
Going to sleep...
Requesting data. ..
No data available.
Going to sleep...

PE W PEWE BEBE WE B E B W ME B PEBE B PE WEBE BE E M BB BB NP WE B BE BE B B MMM

Microchip ZigBee(THM) Stack — v1.8-3.6

Trvying to joln network as an orphan. ..

| |

oe

Connected 0:00:26 T

38400 3-M-1

SCROLL CAPS MM

Capture |P|'int ec g

WPAN-GW Manual
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If an RFD is reset or power cycled and the previously joined network can't be found, it will
try for a while to search and join as an orphan and eventually timeout and join a network as a
new device. For the current software release, if the network is lost after an RFD has joined,
the RFD will have to be reset or power cycled. This is true for any reason, even for a
temporary disconnect from the network.
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Section 3: WPAN-GW1 Firmware Development

Microchip Development Environment

Serious code development is best accomplished the the MPLAB IDE, the MCC18 'C'
compiler, and the MPLAB ICD 2 In Circuit Debugger/Programmer. The limitations of the
student version of the MCC18 'C' compiler should not be an issue with either the TCP/IP
stack, MpZbee stack, or the boot loader.

Boot Loader

The ANS851 boot loader is included in both the TCP/IP and MpZbee projects. For each build
there is both a version without the boot loader present in the linker output and a version with
the boot loader included in the linker output. Refer to AN851 for a description of the boot
loader assembly module, the linker script, the c018i.c startup file, and setting up the reset
and interrupt vectors.

The projects included on the CD use the file gw boot.asm for the boot loader assembly
module. This module has been modified to provide LED status and respond to the Boot
Switch.

NOTE: Microchip has recently included the ANS851 Quick Programmer Beta Version module in
MPLAB IDE. It is recommended NOT to use the AN851 Quick Programmer Beta found in MPLAB
IDE, it is unreliable and very slow when programming the PICISF6722 device.

TCP/IP and MpZbee Project Directories

Before using the TCP/IP and MpZbee projects provided in \wpan\gw-02182007\ on the CD,
the Microchip TCP/IP Stack and ZigBee Stack source code should be loaded from the link
provided in Table 1-2. This ensures that the developer has satisfied the Microchip licensing
agreements. The original source code and projects are also valuable for reference.

Copying the microautomata directory from the CD into a hard drive root directory should
allow the TCP/IP and MpZbee projects to build without any file location issues.

The projects provided on the CD to generate the TCP/IP stack and MpZbee Demo
applications loaded into the WPAN-GW1 are described in the following sections.

TCPI/IP Projects
Two MPLAB IDE projects are provided in \wpan\gw-02182007\MCHPTCP3.60 on the CD.

1. WpanGwWithBootLoader generates an image with the boot loader included in the
linker output.

2. WpanGwForBootLoader generates an image without the boot loader in the linker
output.
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MpZbee Demo Projects

Four MPLAB IDE projects are provided in \wpan\gw-02182007\MpZBeeV1.0-3.6 on the
CD. Two projects are in the directory \DemoCoordinator and two projects are in the
directory \DemoRFD.

1. DemoCoordinatorWithBootLoader generates an image with the boot loader included
in the linker output.

2. DemoCoordinatorForBootLoader generates an image without the boot loader in the
linker output.

3. DemoRFDwithBootLoader generates an image with the boot loader included in the
linker output.

4. DemoRFDforBootLoader generates an image without the boot loader in the linker
output.

NOTE: The Demo Router project has not been created or tested for the WPAN-GWI.

Using MPFS Utility and FTP with the TCP/IP Stack

The procedure described in this section is documented in the Microchip Application Note
ANRS33.

Microchip provides a utility for building a binary image of the web server directory,
mpfs.exe, found in the stack directory \MCHPTCP3.60 on the CD). The binary image of the
web server directory is then loaded into the WPAN-GW1 data FLASH using the DOS ftp
program. The following steps outline this procedure.

1. Open a DOS console window in the TCP/IP root directory \MCHPTCP3.60 on the
CD). Enter mpfs ? for a description on usage of the mpfs utility.

Microsoft Windows BP [Uersion 5.1.26001
(C>» Copyright 1985-2801 Microsoft Corp.

C=“Microflutomata“wpansguw—B82182860°7~MCHPTCP3 .68 >mpf=

Creates Microchip File System{MPFS8)> 'C’ . hinary file from a given directory.
Copyright <c> 2806 Microchip Technology. Inc. Ver. 1.4 <May 31 28863

MFFS [-71 [sc]1 [+h]l [/»<Block>]1 [-k]1 <InputDir> <{OutputFile>

InputDir : Directory that will be converted.
OutputFile : OQutput file name.
: Generate 'G° file
: Generate binary file upto 64KB in size (Default)

: Use large 24 bit addressing for upto 2ZMB in size for binary files
: Use large 32 bit addressing for upto 2GB in size for binary files
= Reserve a <{Block?> of memory at begining (Default=32>

Used in ~b mode only
= HKeep CR LF from CGI and HIML files
: Display this message.

1 : MPFS c:~WebPages MPFSImg.c ~c

2 : MPFE c:~WebhPages MPFSImg.bhin

3 : MPFE c:~WebPages MPFSImg.bin ~»256
4 : MPFE -~k c:=~MWebPages MPFEimg.bin

C:MicroAutomata~wpansgw—B82182860°7~MCHFTCF3.68>

Example
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2. Enter the following command in the DOS console window to build mpfsimg.bin
mpfs /11 /r512 webpages mpfsimg.bin

3. Enter the following command sequence in the DOS console window to log onto the
WPAN-GWI1 FTP server (use the IP address assigned to the WPAN-GW1 displayed in
the terminal program during power on initialization)
ftp 192.168.0.100

user: microautomata

password: password

o wpan-gwl - ftp 192.168.0.100 -0l =]

4. Enter the following command in the DOS console window to upload the mpfsimg.bin
ftp> put mpfsimg.bin

o wpan-gwl - ftp 192.168.0.100

C:sMicrofAutomataswpansgu—0218200°7MCHPTCP3 .68>ftp
ftp> 7
Commands may he abbreviated. Commands are:

delete literal pronpt send
debug 1= put status
dipr nde lete pud trace
disconnect mdir gquit type
get myget quote user
gloh mkdir PECU verhose
hash mls remotehe lp

help mput FENAME

1cd open radir

C:wMicroAutomataswpansgu-02182887~MCHPTCP3.6B8>ftp 192.168.6.1068
Connected to 192.168.08.100.

228 Ready

User (192.168.0.188:<(noned)): microautomata

331 Password required

Password:

238 Logged in

ftp>

5. Now enter the WPAN-GW1 IP address in your browser and voila!
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) Microchip TCP/IP Stack Home - Mozilla Firefox

File Edit View Go Bookmarks Tools Help

Section 3: WPAN-GW1 Firmware Development

=100 x|

Ca—

@--8 0 @ ||_| http:/f192. 158.0. 100/Index.htm

j@Gu

|| Firefox Help %= Firefox Suppart u Plugin FAQ | | Home Page | ) Links | ) MicoAutomata | ) Education | ) Misc |_) Recreation a Dictionary "¥? Yahoo! Maps

om  WPAN-GW1 Embedded Webserver & Router

Related Links

Micrautomata WPAN-GW1
Stack version: v3.60.1
Build date: Feb 20 2007

This site demonstrates the basic capabilities of an embedded web server
running on a 40MHz PIC18F6722 microcontroller with the ENC28J60
10Base-T Ethernet controller and a 2MByte AT45DB161D data FLASH.

The bottom portion of this page illustrates real-time control of the demo
board. The "Status" section refreshes with board information periodically using
JavaScript and the "Actions" section issues commands to toggle the on-board
LEDs or LCD text (f LCD module is present).

You can push the on-board Boot Switch and see the status change. You may
also click on one of the two LED command buttons to toggle the on-board
LEDs. You will see LED1 and’or LED2 change on the board as well as the
status indicators below.

Actions
Togele LEDs: | LED2 | LED1 |

Write to UART: Write

Status

Boot Switch: 0

LEDI: 0

LED2: 0

LED3: 0
| Done

Manual (PDF)

MicroAutomata Corp.

Using this demo as a guideline, you can modify the embedded firmware to
provide status.control and configuration of your embedded hardware as well
as provide file access to data log files. With a well designed custom API,
custom applications can be created that rely on changes to the web server
interface (web server files) instead of the firmware. Now someone with web
programming skills can also do some high level embedded programming.

You'll notice when vou ftp a large mpfs image or download a large document
like the pdf manual in the above link that there is a need to improve the web
server's upload/download performance. The data transfer rate with this initial
release is only about 6 kbytes/sec.

If your browser does not support AJAX, you may wish to see this page for an
easily refreshable static snapshot of the board state with control options.
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PCB Layout, Assembly
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PCB Layout, Solder Layer
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Partlist exported from WPAN_GWl.sch at

Qty value
1

20

RRNRRRRRRRRRPRHRRPRRPRRNURNRRANRANRRWR R W

.1uF

.47uF

1uF

2.7K,1%

4.7K

10MHz

10uF

10uF

18pF

25MHz

47uUF

49.9
74AHCT244TSSOP
74LVTH125MTC
180

152-3409

470

470pF
42878-6218
AT45DB161D-SU
CML-5300H7
ENC283160-SSoP
DF11-12DP-2DSA
08B0-1X1T-06
KLDX-202-A
LTST-S220KFKT
LTST-S220KSKT
LTST-S220KGKT
MAX3221PwW
MIC205-3.3BM5
MIC5209LN-5.0BS
PIC18F6722
TL1014BF
TC1107-3.3VOA
ferrite, 60o0hm

Device
JP1E
CAPACITOR_0603

CAPACITOR_0603
POLARISED_A_CASE
RESISTOR_0603
RESISTOR_0603
CRYSTALHCM49
CAPACITOR_0805
POLARISED_B_CASE
CAPACITOR_0603
CRYSTALHCM49
POLARISED_C_CASE
RESISTOR_0603
74AHCT244TSSOP
74LVTH125MTC
RESISTOR_0603
D-SUB9-RT-ANG
RESISTOR_0603
CAPACITOR_0603
42878-6218
AT45DB161D-SU
CML-5300H7
ENC283160-SSOP
DF11-12DP-2DSA
08B0-1X1T-06
KLDX-202-A
LED_0805_ORANGE
LED_0805_YELLOW
LED_0805_GREEN
MAX3221PwW
MIC205-3.3BM5
MIC5209LN-5.0BS
PIC18F6722
SW-TACT-SIDE
TC1107-3.3VOA
INDUCTOR_1210

Section 4: WPAN-GW1 Hardware Design

12/21/2006 08:24:23a

Parts

(JP1 - Do Not Install)

c1, c¢5, c6, C9, cl1, c12, cl4,
c15, c17, c18,c19,c20, c21,c22,
c23, C24, c25, c28, c34, c35
c3, c4, c7

c27

R1, R13, R14

€10, c30
c13, cle, €31, C32

Ql

C26, (C33 - Do Not Install)
R3, R4, R6, R7

v4

u6

R5, R9

R8, R10, R11l, R12, R15
c2, C29
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Section 5

ign

WPAN-RF1 Hardware Desi

Schematic, Page 1 of 1

Section 5

T/T Be2Us _ dgzigTiep 9002/0Z/TT

neg

T N3y _ TAY NedM $37L1L
sooz wepra uone.4odio) E1PWOINYO4DTL|
aNg
|_| aNo ans aNs ans aNo
.._cmsﬁH .EsSH .ﬁme uc@m«H L:@«H
SONS'TN 8ONO'TN ZONS'TN 2ANS'TN SANS'TN #ANS'TN E£ONO'TN ZANS'TN TONS'TN —— —— —
- mmulﬁ wmul_l 279 5T €
ATAEY - @l
ane ane ng enE+
= = I—HD
et Gk —{ N9 WUE00N [
— T aNg _ 8"1aana 57
Z¥D D7|_o n_7|_w n_Zw DZO n_Zw Te uw_oulm_jwm n_mcamn_ oz
= - = = = 574 Savd™ansa uQC\DDDD o7
anea 77 anNaa a0y aany 7T
. 4u@aT 4uQT 4dgs 4dge 4dgo €7 QuvngTaNeg £'e00N0 [—57
N Nul_l sSl_l mmul_l I&l_l mwul_l 5| Sved NToRIN [
dHI~0dny IN =t ang
— L m..w T4I-aone N % =
Zr— 27350X 00Ny ON =% P
o7 <4l dand IN <7 ELrArA
g Z4d 0and IN AR
a7 MS"adnu N T3 |
v T4 0and
ang QN9 = Jud_cany TLSILY [—r e
= == = ©0on"oang 2153 o7
adyns o0on N3 93dn
. . T TF NI 93an
46| dete il TISTo% o
o & - 7] snoresen = M
HUS 2 N ool A TIS v
== 5 1 Holms™xext I3 S =
81 Ell e 04s
aNg TanLs ZanLs 9 ) 4 gJs B-TI
. 2 [+ ] o] e i [ o
% [€ ] E9XTGENLE ESXTGENLS BE 10 91380X 0414 Qe U313 o
4 .
N 4doeg HUS"G Hug"2 o srAZAeN!
o Y
8 T 4dg'e z91
- z92 __
)
g 192
3 ang aNs
= ON9 aNg
UNNILINY = =
ddez | |_w, ZHWST \A_w H.._aum
BED T ON9 = |—Immu
=10 =
70

29

WPAN-GW Manual



Section 5: WPAN-RF1 Hardware Design

PCB Layout, Assembly
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Section 5: WPAN-RF1 Hardware Design

PCB Layout, Component Layer
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PCB Layout, Layer 2

o o o
O O O
o o O
4]
= o =]
c Q
Q Q

c
o

o

o

2

o

Section 5: WPAN-RF1 Hardware Design

o o 994 o
a
0o o o 0
0
0 0
0 g o o o
o 0o o
o O
o
o oon
oopo
o0 ogopoog <
o 9 0
Q o
0 o0 oo
o
0

o

WPAN-GW Manual

32



Section 5: WPAN-RF1 Hardware Design

PCB Layout, Layer 3
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Section 5: WPAN-RF1 Hardware Design

PCB Layout, Solder Layer

MbYN-BET -B8035
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Partlist exported from WPAN_RFl.sch at 12/27/2006 09:53:41a

Qty value
2 0.5pF
2,1%
2.2uUF
5.6nH
5.6pF
7.5nH
10nF
10uF
16MHZz
27pF
43K, 1%
68pF
100nF
CC2420

NRRRARRNRNRENNRERR

INVERTED_F_ANTENNA
J-12-DF11-12DS-2V
STUB51X63

Device
CAPACITOR_0402
RESISTOR_0805

POLARISED_B_CASE

INDUCTOR_0402
CAPACITOR_0402
INDUCTOR_0402
CAPACITOR_0402
CAPACITOR_0805
TSX-5032
CAPACITOR_0402
RESISTOR_0402
CAPACITOR_0402
CAPACITOR_0402
CC2420

Section 5: WPAN-RF1 Hardware Design

Parts
c8, col
R42

cl

L62

c7, C62
L8, L6l
c10

Cc42, C43
Ql

Cc38, C39
R45

cl7, C37, C44, C48
c2, C25, €26, C35

ul

INVERTED_F_ANTENNA ANTENNA

J-12-DF11-12DS-2V

STUB51X63

Jj1
STUBl, STUB2
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WPAN-RF3 Hardware Desi
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ign

WPAN-RF3 Hardware Desi

Section 6

Schematic, Page 1 of 1
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Section 6: WPAN-RF3 Hardware Design

PCB Layout, Assembly
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Section 6: WPAN-RF3 Hardware Design

PCB Layout, Component Layer
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Section 6: WPAN-RF3 Hardware Design

PCB Layout, Layer 2

O Q Q Q Q 8] o Q 2 Q
o
o o o o o o o o o o
O a
o o o a o0 o D o s T = T = SR = N = B o
o Do 0
c a o o o O
o
o o a a a o o o o
oon o o o
c o a9 o9 O © o o o
a L)
c o a o (v} o o a
o ©° o
o o o D00 -::mD o g o
O o -
o o o a9 o G
o0
e 000 Oo00O ° @ © ©
o o ODOOOQ00 o o © ©
0 Q Q o o D 0 D

WPAN-GW Manual 39



Section 6: WPAN-RF3 Hardware Design

PCB Layout, Layer 3
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Section 6: WPAN-RF3 Hardware Design

PCB Layout, Solder Layer

MbYUN-BE3-0035
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Partlist exported from WPAN_RF3.sch at 12/27/2006 10:09:24a

Qty Vvalue

0.5pF
2,1%
2.2uUF
5.6nH
5.6pF
7.5nH
10nF

10uF
16MHZz
27pF

43K, 1%
68pF
100nF
CC2420
J-12-DF11-12DS-2V
STUB51X63

=

NHERARRNRENRENNRRRN

Device
CONREVSMAOO1
CAPACITOR_0402
RESISTOR_0805

POLARISED_B_CASE

INDUCTOR_0402
CAPACITOR_0402
INDUCTOR_0402
CAPACITOR_0402
CAPACITOR_0805
TSX-5032
CAPACITOR_0402
RESISTOR_0402
CAPACITOR_0402
CAPACITOR_0402
CC2420

J-12-DF11-12DS-2V

STUB51X63

Section 6: WPAN-RF3 Hardware Design

Parts

Pl

c8, col

R42

cl

L62

c7, C62

L8, L6l

c10

c42, C43
Ql

Cc38, C39
R45

cl7, C37, C44, C48
c2, C25, €26, C35

ul
jl
STUB1l, STUB2
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Section 7: Known Issues with Demo Applications

Section 7: Known Issues with Demo Applications

RFD hanging at “Requesting Data”

Problem: After joining network, RFD enters a sleep-wake cycle checking for data every time
it wakes up. Occasionally the cycle stops with the RFD remaining in the “Requesting
data...” state.

& WPAN-GW UART - HyperTerminal 101 x|
File Edit View Call Transfer Help

Microchip ZigBee{TH)} Stack - v1.8-3.6 N
ZigBee RFD
Transceiver—CC2420

Trying to join network as an orphan...
Join successful!
Requesting data. ..
No data available.
Going to sleep...
Requesting data...
No data available.
Going to sleep...
Requesting data. ..
No data available.
Going to sleep...
Requesting data...
No data available.
Going to sleep...
Requesting data...

=
«| | »

Connected 0:34:40 I‘I‘I’Y 38400 8-N-1 SCROLL |CJF'S |"_'\‘ |Cag:‘.-'e |:‘""‘2E:A

Possible Cause: Either coordinator was restarted after RFD had joined network or a
communications failure with Coordinator occurred

Work around: Reboot RFD. If problem persists, reboot the coordinator and then reboot the
RFD when joining is permitted.
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Section 7: Known Issues with Demo Applications

Trying to join network as orphan

Problem: The RFD was reset or power cycled and generates “CA Could not join as orphan”
messages.

# WPAN-GW UART - HyperTerminal 1Ol x|
File Edit View Cal Transfer Help

D @3]

No data available. A
Going to sleep...

Requesting data. ..

Mo data available.

Going to sleep...

Requesting data. ..

36 P B BE BEIE B IE DE N BE N B IE B B IE N BEIE MBI BE N BE MBI B

Microchip ZigBee{THM) Stack - v1.B8-3.6
ZigBee RFD
Transceiver-CC2420

Trying to join network as an orphan...
CA Could not join as orphan. Trving again...
Trying to join network as an orphan. ..
CA Could not join as orphan. Trying again...
Trying to join network as an orphan...

=
1| | 3

Connected 0:58:03 Ty 38400 8N-1  [SCROLL  [CAPS [NUM [Capture [Printec 4

Probable Cause: Coordinator is powered off or has been reset/power cycled.

Work around: The RFD will try three times to join the network as an orphan and then start
trying “join network as new device”. If the RFD fails repeatedly to “join network as a new
device” then reset or cycle power to the RFD. If problem persists:

1. Turn off RFD

2. Cycle power to the Coordinator

3. Power on the RFD when joining is permitted
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Section 7: Known Issues with Demo Applications

EA Error finding network.

Problem: The Coordinator indicates that joining is permitted but the RFD powers up and
fails to join the network.

# WPAN-GW UART - HyperTerminal 1Ol x|
File Edit View Cal Transfer Help

DIz 515] 2l )

B IE BB E B MR BEBE M BE M MBI B BN B IE M MMM I MMM

Microchip ZigBee(TH) Stack - vl1.8-3.6
ZigBee RFD
Transceiver-CC2420

Trying to join network as a new device. ..
EA Error finding network. Trying again...
Trying to join network as a new device. ..
EA Error finding network. Tryving again...
Trying to join network as a new device...
EA Error finding network. Trving again...
Trying to join network as a new dewvice...
EA Error finding network. Trying again...
Trying to join network as a new device. ..
EA Error finding network. Trving again...
Trying to join network as a new device...

=
1| | 3

Connected 0:50:17 I'I'I'Y 33400 8-M-1 SCROLL |C$F'S |'._'~' |Ca'_1:~.-'e |:'""‘ZE:é

Possible Cause: Coordinator has lost frequency lock and drifted off channel frequency.

Work around: Reboot Coordinator. If problem persists, cycle power to Coordinator and then
cycle power to RFD after joining is permitted.
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